
Pvacy chaenge.

How I interact 
with it?

What features 
I use?

The time and 
date of my 
posts or 
messages?

The number of 
messages I 
send and 
receive?

Who I 
communicate 
with the most?

When I open a 
message?

When I 
capture a 
screenshot?

The content I 
create? 

The devices I 
use?

Other apps I 
have 

installed?

My operating 
system 
version?

My device 
memory?

Advertising 
identifiers?

Unique device 
identifiers 
(IMEI or serial 
number)?

The browser I 
use?

The language 
setting on my 
device?

Device battery 
level?

My time zone?

Whether or 
not I have 
headphones 
connected?

My network 
connections 
(wireless or 
mobile)?

My phone 
number?

My cellular 
service 
provider?

My signal 
strength?

Pages I visited 
before or after 
navigating to 
this site?

My camera? The photos on 
my phone?

My precise 
location?

Pages 
viewed?

My IP 
address?

My contact 
list or phone 
book?

Have you ever actually read the terms of service on a social media app? What did 
you really agree to when you installed it? Choose an app on your phone, find the 
terms of service, and see how many badges you can earn. Each member of your 
team can choose a different app to investigate.

Student

A
#1

#2

#3

OK, I found the terms of 
service and privacy 
policy. Does this app 

track . . .

Do my friends use this app? What information could be gathered about me through their accounts? 

(Am I in their contact list? Are they tagging me? Exchanging messages with me?)

©2019. NW3C, Inc. d/b/a the National White Collar Crime Center and the Safe Surfin' Foundation. All rights reserved.


